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	The information age has increased dramatically U.S. combat effectiveness. New communications links, computer-processing techniques, and miniaturized electronics have given the U.S. armed forces global connectivity, powerful sensors, and weapons with awesome precision and lethality. By more fully integrating these technical capabilities with 21st-century warriors, ForceNet will deliver the full promise of network-centric warfare.

	


	
	


Swift and effective use of information will be central to the success of "Sea Power 21." Sea Strike will rely on rich situational awareness provided by persistent intelligence, surveillance, and reconnaissance to sense hostile capabilities and trigger rapid and precise attacks. Sea Shield will use integrated information from joint military, interagency, and coalition sources to identify and neutralize threats far from our shores, locate and destroy antiaccess challenges in littoral waters, and intercept missiles deep over land. Sea Basing will draw on comprehensive data to sustain critical functions afloat, such as joint command and logistics, ensuring operational effectiveness and timely support.

Near-instantaneous collection, analysis, and dissemination of information coupled to advanced computer-driven decision aids will unify the battle space of the 21st century, turning the seas into joint maneuver areas. This vital asymmetric advantage of information superiority will increase responsiveness and survivability by allowing our forces to disperse while focusing offensive and defensive firepower over tremendous distances. ForceNet will provide the information that enables knowledge-based operations, delivering greater power, protection, and operational independence than ever before possible to joint force commanders. 

	Defining ForceNet 
	


ForceNet will enhance dramatically how the Navy acquires, shares, and capitalizes on information superiority to generate transformational combat effectiveness. It has its roots in the visionary work of the Chief of Naval Operations' Strategic Studies Group based in Newport, Rhode Island. After years of research and concept generation, the Strategic Studies Group defined ForceNet as "the operational construct and architectural framework for naval warfare in the information age that integrates warriors, sensors, networks, command and control, platforms, and weapons into a networked, distributed combat force that is scalable across all levels of conflict from seabed to space and sea to land." ForceNet implements the theory of network-centric warfare.

Developing ForceNet will involve designing and implementing a network architecture that includes standard joint protocols, common data packaging, seamless interoperability, and strengthened security. It requires identifying and prioritizing capability investments within and across joint, interagency, and international programs. Most importantly, it will emphasize people as the center of ForceNet development, so that technological advances support increasingly rapid and accurate decision making. 

The goal of ForceNet is to arm our forces with superior knowledge, leading to increased combat power. In pursuit of this goal, ForceNet will provide a comprehensive network of sensors, analysis tools, and decision aids to support the full array of naval activities, from combat operations to logistics and personnel development. The focused, timely, and accurate data delivered by ForceNet will help leaders at every level by allowing them to draw on vast amounts of information and share the resultant understanding. This will increase the joint force's ability to synchronize activities throughout the battle space to achieve the greatest impact. 

	On the Leading Edge of Change
	


Today's military operations exploit our existing information advantages to great effect. During the opening phases of Operation Enduring Freedom in Afghanistan, for example, 80% of the targets destroyed by sea-based aircraft were identified to the pilots after they left the carriers' decks. This unprecedented tactical flexibility can be attributed to the advent of advanced sensing and targeting systems in the air and on the ground, coupled to precision-guided munitions, and coordinated by secure data links and voice circuits. This new American way of war allowed dispersed ground forces to generate tremendous combat power by drawing on sea-based and air-delivered fire support projected over great distances with punishing precision. U.S. forces leveraged the peerless speed, reach, and accuracy of their strike systems to permeate the battle space, paralyzing and destroying enemy forces. 

As with other military "revolutions," battlefield success in Afghanistan had its roots in decades of careful forethought and investment. In this case, such capabilities included the design and acquisition of joint data links, space-based navigation systems, stand-off and precision weapons, increasingly capable strike-fighter aircraft, and—above all—the superb training of a highly innovative and professional joint military force. Still, as impressive as this achievement was, U.S. capabilities can be strengthened. During Operation Enduring Freedom, our political and cultural understandings of the enemy were incomplete; coordination with non-military assets was ad hoc; integrated coalition operations were limited; and information filtering and decision aids for field commanders were minimal. 

As we prepare for the future, we must build on our successes to acquire operational capabilities at the next level of integration and effectiveness. This includes compiling data streams that are shared by all services as the foundation of a common operational picture; sensors that are integrated fully to share critical information; joint, multiagency, and coalition analysis cells to translate information into knowledge for rapid dissemination; and advanced decision aids to help commanders focus resources and coordinate actions for maximum effect. 

	Leveraging the Power of Information
	


By fully leveraging the power of information, U.S. and coalition forces will gain the knowledge needed to dominate the tempo of operations—enhancing deterrence, controlling crises, and sustaining warfighting superiority. To do so, we must more effectively acquire, share, and exploit information in the decades ahead.

Acquiring Information
The speed, volume, and diversity of knowledge required to effectively operate our forces is accelerating. Not long ago, naval engagements were measured in days and bound by the visible horizon. Today's engagements are measured in seconds and cover hundreds of miles. Tomorrow's operations will be broader, taking into account military, political, economic, and cultural variables. To feed this demand for immediate and detailed information, we must move beyond current military sensors. We will develop and deploy next-generation systems and analytical processes that provide broad situational awareness by harnessing the torrent of data flowing through military, interagency, and public channels. Continually processed and shared, this stream of information will provide expansive visibility and understanding, arming the joint force with knowledge dominance.
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	Central to ForceNet is the sensor coverage provided by manned and unmanned platforms.

	COURTESY OF NORTHROP GRUMMAN


ForceNet will strive toward comprehensive sensing that integrates sea-based capabilities with highly sophisticated joint and national assets, including ground-based interception stations and aircraft, as well as space-based systems. Naval forces will complement national collection programs with widely dispersed sensing systems that contribute vital data to the planning and execution of trans-global operations. Central to this effort will be extensive sensor coverage provided by manned ships, submarines, and aircraft. In the near future, many of these missions will be accomplished by high-endurance, unmanned vehicles on, over, and under the surface of the ocean, as well as expeditionary sensor grids on land. Launched and maintained from forward-deployed ships and submarines, such sensors—including unmanned aerial vehicles, remote mine-hunting systems, and advanced deployable systems on the ocean's floor—will provide persistent and responsive networked sensor coverage to increase battlespace transparency, sharpen decision making, and guide operations. 

Looking further into the future, such capabilities might someday include the launching of theater space packages from missile-firing submarines, to be controlled by forward commanders. Direct access to the low earth-orbit domain would provide flexible, responsive, and replaceable sensors in situations where national assets are overburdened or degraded. Similarly, establishing and maintaining intratheater communications and sensing capabilities by way of high-endurance unmanned aerial vehicles will expand available bandwidth, increase force protection, and complicate enemy countertargeting efforts, allowing U.S. and coalition forces to maintain the information advantage. 

Regardless of their size, launch source, or operating domain, ForceNet sensors will monitor myriad returns with increasing coverage and resolution, to include hyperspectral audio, radiological, seismic, and thermal cues, responding instantly to changing environmental and adversary conditions. Operating forward provides a vital advantage in collecting such information, because there are signal intercept opportunities that only on-scene and often-covert forces can exploit fully. To capture this information, we will develop advanced systems and joint procedures to expand naval capabilities for collecting intelligence and, when need be, conducting information operations.

Sharing Information
Once information is acquired, it must be shared and processed to achieve knowledge dominance, leading to operational advantage. To meet this challenge, the Navy has been improving data sharing among platforms, including Link 16, the Cooperative Engagement Capability, and the Joint Fires Network. These are important steps in better integrating our forces for network-centric operations, but they represent only a fraction of the ultimate power of ForceNet.

Modern military operations demand more than tracking unit positions and engagement zones. Increasingly, military actions must be informed by political, economic, and cultural understanding. In a world of complex interrelationships, where a single shot can have global ramifications, naval professionals must be armed with the widest possible perspective. To gain this broadened knowledge, joint forces must integrate information, share databases with government agencies and nongovernmental organizations, and develop professionals with the skills and experience to appreciate the importance of such factors.

Effective integration of vast and diverse information will require new models for command, control, and data flow. Our global sensor network must communicate instantaneously to optimize information collection and share critical data, such as missile launch warnings or enemy force movements. Simultaneously, an expansive command-and-control network should provide reach-back and reach-forward capabilities to rapidly disseminate synthesized knowledge for operations. Integral to this effort will be employment of knowledge enhancement centers within which intelligent computer agents help elite analysts search, filter, and classify information to produce a comprehensive understanding of the environment as quickly as possible. In the emerging world of covert, dispersed enemy activities executed on compressed timelines, the value of information becomes increasingly perishable. Therefore, rapid information collection, analysis, dissemination, decision making, and execution are critical to winning the life-and-death race for combat effectiveness. 

Exploiting Information
A critical challenge for ForceNet is to develop and deploy powerful decision aids for force commanders, as well as to institute streamlined execution processes to swiftly translate decisions into coordinated actions. This requires enhanced, continual human-centric planning and organizational alignment. Naval professionals are our most valuable assets. It is through their experience, judgment, and ethics that optimal decisions are made. We can maximize the speed and accuracy of their comprehension by employing advanced systems and expert analysts to continuously review and integrate information, while ensuring the resultant knowledge is optimally formatted, displayed, and communicated to decision makers. Thus, ForceNet is ultimately not about providing more information; it is about providing the right information at the proper time to aid decision making. 

	[image: image3.jpg]



	 
	Operating forward offers many signal collection opportunities.


Once strategic, operational, or tactical decisions are made, ForceNet systems will be employed to translate them into immediate and effective action by integrating the size, composition, location, and timing of joint effects. Major warfighting gains can be achieved in this area through the application of computer-based technologies. Automated tools will be developed to continuously map and analyze critical variables in the operational environment, adversary forces, and friendly assets. Such tools will keep U.S. and allied commanders updated on the status of increasingly fluid operational environments. Our asymmetric advantages in information collection and processing technologies are ideally suited to such tasks, involving data-intensive functions for which computer capabilities vastly exceed those of human planners. 

Ultimately, the goal of this analysis and display is to predict what will happen next, so that an adversary's actions can be preempted. By drawing on superior information and understanding, ForceNet will allow joint force commanders to foresee potential enemy actions days or weeks in advance. This will empower our commanders to decisively alter conditions and dominate opponents by sustaining the initiative, foreclosing enemy options, and keeping adversaries off balance. By doing so, ForceNet will turn knowledge into action and information into power.

	Delivering ForceNet
	


Bringing ForceNet to reality will require mobilizing a full array of intellectual and financial resources, to include strong leadership from the Director, ForceNet (Deputy Chief of Naval Operations for Warfare Requirements and Programs [N6/7]), the ForceNet warfare sponsor (Director of Space, Information Warfare, Command and Control Division [N61]), the type commander (Naval Network Warfare Command), and its primary systems command (Space and Naval Warfare Systems Command). It also will involve continued intellectual investment by the fleet, the Naval War College, the Navy Warfare Development Command, the other systems commands, and the Office of Naval Research. These organizations will work together to rapidly advance ForceNet-related programs through the acquisition process, fully integrating Sea Strike, Sea Shield, and Sea Basing capabilities within an expanded knowledge-based architecture. 

Priority actions to implement ForceNet will include Web-enabling the Navy; establishing open architecture systems and standards to allow rapid upgrades and integration; building common data bases to widely share information; implementing standard user interfaces to access information; and establishing portals that allow users to pull data from common servers. These ForceNet initiatives and others will be aligned to advance the following objectives:

· Enhance sensing, connectivity, and decision making. This includes surveying existing capabilities to identify "what's missing," especially concepts and technologies that would provide: persistent intelligence, surveillance, and reconnaissance over tactically significant areas, with particular emphasis on rapidly deployable, distributed, and networked unmanned systems; enhanced communications systems to enable secure, multipath, intratheater links that optimize limited bandwidth and satellite resources; command-and-control systems tailored to a distributed and less hierarchical architecture; and network infrastructure that is dynamic and interoperable with joint and coalition forces. 

· Expand joint, interagency, and coalition interoperability. ForceNet will transcend organizational boundaries.It will integrate the widest possible array of joint and coalition platforms, weapons, systems, and networks, to include sensing, decision making, and action execution technologies. This effort should encompass all of the services, as well as interagency and international organizations, as appropriate. 

· Invest in intratheater capabilities. Expanded and redundant sensing and communications paths are vital to achieve the full potential of future unmanned systems. Currently, approximately half of internal battle group communications travels along a circuitous out-of-theater path—from ship to satellite, to network operations center, back to satellite, and to recipient ship. As new, higher capacity systems enter the fleet, this routing path leads to unsustainable demand on limited resources. It also is inconsistent with reducing our dependence on bases ashore. To address this problem, ForceNet must develop high-endurance, organic communication hubs that enhance and extend intratheater networking for joint forces. 

· Focus on the "warrior" in ForceNet development. While networks, hardware, and software are critical to ForceNet, its real transformational potential results from enhanced warrior performance initiatives that are key to greater situational awareness, self-synchronized execution, and accelerated speed of decision. Developing these capabilities demands that human-system integration efforts be central to ForceNet, ensuring technology is employed to best support our professionals. 

· Experiment, innovate, integrate, and implement. Aggressive joint experimentation will be critical to the success of ForceNet. The Sea Trial process will provide a framework to coordinate efforts and accelerate prototyping, aligning fleet-determined requirements with joint objectives. Sea Trial will advance information-gathering and knowledge-enhancement activities while showcasing the operational potential of promising future technologies and concepts. Pilot projects built around improved joint interoperability, theater-centric capabilities, and warrior innovation will forcefully demonstrate the potential of ForceNet. 

	Turning Information into Power 
	


ForceNet is the enabler of "Sea Power 21," turning information into power. Projected future operating environments emphasize the decisive advantage conferred by superior information management and knowledge dominance. They will be key to operational success in the decades ahead. 

Developing ForceNet will be challenging, requiring a comprehensive joint, multiagency, and international program that integrates systems, processes, and organizations. But the time is right for such an effort. Emergent technologies and concepts offer a rare opportunity to dramatically increase our operational effectiveness. By implementing ForceNet, we will seize this opportunity and leverage the full power of network-centric forces in an information age.

Admiral Mayo is Commander, Naval Network Warfare Command. Admiral Nathman is Deputy Chief of Naval Operations for Warfare Requirements and Programs.

